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Introduction
While political revolution has been largely responsible for the tearing down of physical
barriers to trade, the technological revolution has done even more to connect buyers and sellers.
The Internet has broadened the horizons of buyers and sellers across the world: a one-time
international transaction that once seemed unprofitable, impossible, and inefficient can now be
completed with a click of the mouse. The Internet puts consumers in control of purchasing with
an unprecedented ability to “shop around” and compare costs. The Internet also empowers
smaller entrepreneurs and providers with an ability to expose and promote their goods and
services to wider audiences. However, just as trade liberalization has benefited both licit and
illicit sales across the globe, so too has the Internet facilitated unseemly and nefarious activities.
For example, one only need open his or her email “spam” folder to see countless offers for
prescription drugs or search “legitimate” online marketplaces such as eBay to find counterfeit
goods or stolen items.1 But, beyond the traditional Internet user’s encounter with illicit sales of
legal or illegal goods, there is another online world altogether: the “Dark.” It is within this “dark”
world that some of the seediest transactions take place.2
The anonymity offered by the Darknet is attractive to buyers and sellers of illicit goods,
which is why several online marketplaces take advantage of it. Among these sites is “Silk Road,”
1

eBay has terms of service banning the sale of counterfeit and stolen products (eBay 2013).
There are three levels of the “Dark.” First is the “dark internet,” which is hosted on the “conventional internet,” but
it “appears to be unreachable using conventional online means”; second is the “dark web,” also known as the “deep
web,” wherein servers cannot be located “using any regular search engines such as Google”; and the third is
“darknet,” perhaps the deepest level of the Internet, and it is used “to covertly communicate, swap information and
undertake commerce online” (Everett 2009). Information on the “darknet” is sent through peer-to-peer networks and
is encrypted and broken up so that the original sender is completely anonymous to the end-user (Everett 2009).
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which was created in February 2011 and has received considerable attention the past couple of
years because of its reliance on Bitcoins, a virtual currency (Christin 2012). While “licit” goods
are for sale, the site has gained notoriety for its services offered to drug users and dealers. Silk
Road is not a drug vendor in and of itself, but provides a “bazaar” like eBay or Craigslist in order
to connect those who wish to sell and those who wish to buy. And, like eBay’s PayPal service,
but unlike craigslist, it facilitates the exchange of funds. This paper will explore the history of
Silk Road, the technological tools it utilizes, its size, and the challenges and opportunities
associated with policing Silk Road.

Silk Road: How It Works
Before understanding the Silk Road, it is important to understand the platforms on which
it relies – the network and software known as “Tor” and the currency known as “Bitcoin.”
Tor: Silk Road’s website is inaccessible to those not operating with Tor, an anonymising
software and network that was created and ultimately released by the U.S. and Swedish
governments in 2001 (Koul 2012). As its website explains, Tor, created at the U.S. Naval
Research Laboratory, has a number of legitimate uses, including, but not limited to: providing
Internet browsing privacy; offering journalists a platform through which to talk with
whistleblowers and non-government organizations ways to communicate with on-the-ground
workers; and, providing secrecy for governments’ communication (Tor 2013). Tor works by
providing multiple levels of encryption through a “distributed, anonymous network” utilizing
indirect and random methods of data transmission. Individuals volunteer to be a “node” on the
network, and traffic routes through at least three different nodes before reaching the recipient
(Tor 2013). As of December 2012, there were 3,200 volunteer nodes, but the uptick in interest –
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especially in the U.S. and Europe due to growing concerns about Internet privacy – to about
600,000 users means Tor needs about 7,000 more volunteer nodes (Fowler 2012).
Bitcoins: All Silk Road transactions occur exclusively utilizing a digital currency known
as “Bitcoin.” Sellers must purchase goods only in Bitcoins, and all buyers must accept the
currency. The virgual currency was developed in 2009 by Satoshi Nakamoto3 who professed
frustration with the financial meltdown of the early 2000s and a desire to utilize a currency
immune from the “predations of bankers and politicians” (Davis 2011). As a means of
controlling the currency and of providing users with some stability and expectations as to
inflation, Bitcoins are released in a regular, predictable pattern: “50 every 10 minutes, with the
pace halving in increments until around 2140” (Wallace 2011).
People who wish to purchase goods or obtain services with Bitcoins can obtain the virtual
currency by “mining” which means to “[lend] their computers’ resources to service the needs of
the Bitcoin network” (Surowiecki 2011). In the Bitcoin world, a coin symbolizes a “chain of
digital signatures” (Nakamoto 2008). Fraud is supposed to be avoided through the maintenance
of a public ledger, and Bitcoins are stored in digital “wallets.” A number of exchanges and
services to protect currencies from hacking have been established by third parties; as a result,
concerns have been raised because of the creation of a “primitive and unregulated financial
services industry…to safeguard clients’ digital assets” (Wallace 2011).
Despite the predictable pattern of Bitcoin release, public interest in Bitcoin has led to
wild speculation of the currency. Since the currency’s inception, there have been a handful of
spikes in the value of Bitcoin, each associated with media attention, as explained in a September
2012 article in The Economist:

3
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“Shortly after the currency launched, articles spread around the internet arguing that
Bitcoins would protect wealth from hyperinflation and that early adopters would make a
fortune. The dollar price of a Bitcoin currency unit climbed from a few cents in 2010 to a
peak of nearly $30 in June 2011…according to data compiled by Mt Gox, a popular
online Bitcoin exchange. Inevitably, the currency then crashed back down, bottoming out
at $2 in November 2011. But in the nine months since, Bitcoin has recovered.”

More recently, a banking crisis in Cyprus caused the value of Bitcoin to skyrocket over a
matter of days. On March 16, 2013, the currency closed at $47.00 on the Mt Gox exchange; a
month later, on April 6, 2013, it closed at $63.36, but, in the meantime, it reached a peak of
$230.00 on April 9, 2013 (Bitcoin Charts n.d.).
Although the legality of Bitcoin has not been tested (Bitcoin 2011), lawmakers –
including New York Senator Chuck Schumer, who called for Silk Road to be shut down (Slattery
2011) and subsequently criticized the currency by deeming it “money laundering” (Wallace
2011). His accusation is likely grounded in a user’s ability to convert to and from Bitcoins
without leaving any record and conduct untraceable transactions.4 In other words, it abridges the
abilities of regulators and law enforcement to track and trace the currency. There is no way for
the eyes and ears of government to perform the “due diligence” typically expected of central and
commercial banks when facilitating currency exchanges and transactions. Furthermore, many
legal experts say that Bitcoin operates in a “gray area” because transactions happen beyond the
scopes of domestic and international law (Sanati 2012).
Silk Road: Once a user is equipped with Tor and a stash of Bitcoins, he is ready to
engage in a transaction. As explained by Nicolas Christin of Carnegie Mellon University, who
has done the most extensive research on the site, a user creates an account to access the lists of
4

This may not be the only reason Senator Schumer criticized Bitcoin. He represents the State of New York, home to
Wall Street, and since 1989, has received nearly $10 million in campaign contributions from the securities and
investment industry and more than $1 million from commercial banks; these entities are threatened by the existence
of a virtual currency (see later in this paper for a discussion about the European Central Bank branding virtual
currencies as “schemes”). (OpenSecrets.org)
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items for sale. Once the user is ready to purchase, the seller is notified, and the buyer starts the
transaction by providing his Bitcoins to Silk Road. Silk Road then holds the funds in escrow so
that commission fees can be determined and the transaction can be finalized. If the transaction
circumvents this escrow system, users can be banished from the marketplace. The seller ships the
item (it is recommended that the products be shipped to a third-party address – or at least one
untraceable to the buyer), and upon the buyer receiving it and informing Silk Road, the funds are
released to the seller. The system stores no information about addresses. Users are expected to
rate the transaction. (Christin 2012)

How Big is the Silk Road?
Christin’s study gathered and analyzed data over the course of eight months in 2011 and
2012. His key findings indicate that Silk Road is made up of many small-time buyers who
purchase from small-time sellers. His research during this limited time frame led to insights that:


Buyers and sellers engage in roughly $1.2 million in transactions every month; this
equates to about $15 million every year;



There are relatively few sellers (1,239 in six months) and each enjoys relatively small
market share (no more than 1.5% of the products are sold by any one user),and they sell
their goods to an estimated 30,000-150,000 customers;



There are 220 distinct categories with marijuana, other drugs, and prescriptions rounding
out the top slots (13.7%, 9%, and 7.3% of all listings, respectively).



The majority of goods are sold within three weeks, and a quarter of goods are gone in
three days;
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The website operators make money through a tiered commission scale: 10% on the first
$50; 8.0% on $50.01-$150; 6% on $150.01 to $300; 3.0% on $300.01-$500; 2% on
$500.01-$1000 and 1.5% on $1000+;



According to Christin’s screenshots of the Silk Road website, the top product categories
sold on Silk Road are weed (13.7%), drugs (9%), prescriptions (7.3%), benzos (4.9%),
books (3.9%), cannibas (3.6%), hash (3.4%), and cocaine (2.6%). All other goods
account for less than 2 percent of total sales. In other words, there is no concentration of
products dominating the site’s offerings.

The aforementioned data demonstrate that the Silk Road represents just a fraction of the overall
global drug trade (which is estimated to be approximately $330 billion annually (Count the Costs
2012)). Further, the sellers and buyers represent just another small fraction of the overall
estimated 230 million individuals who use an illegal drug at least once per year (United Nations
Office on Drugs and Crime 2012, 59). Those who support legalization of some or all types of
drugs (or even those who believe government should maximize its “bang for the buck” when it
comes to law enforcement) would likely argue that, given Silk Road’s minimal influence and
size, it is not worth dumping large sums of money into investigating and prosecuting this small
operation; the costs would likely exceed the sales (although with such calculations it would be
important to take into account any externality costs as well).
Despite the volatility of Bitcoin over the past few months, traffic on Silk Road has not
suffered. According to the site’s founder, the “Dread Pirate Roberts” (DPR), who sent a public
statement to Forbes writer Andy Greenberg, “a rapidly changing price does have some effect,
but it’s not as big as you might think” (Greenberg, Founder Of Drug Site Silk Road Says Bitcoin
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Booms And Busts Won't Kill His Black Market 2013). Silk Road may not have felt the effects
because, as it was been pointed out by Greenberg, there are two types of people who use
Bitcoins: those who purchase goods with them (as Silk Road users do) and those who speculate,
seeing the virtual currency as an investment opportunity (and “hoard” them until there is money
to be made). Therefore, the currency is always moving. There is an incentive for drug users to
spend the Bitcoins quickly because when the value goes up, the amount of drugs they can
purchase goes down. Greenberg explained:
“Silk Road has built-in protections against Bitcoin’s spikes and crashes. Although
purchases on Silk Road can only be made with Bitcoin, sellers on the site have the option to
peg their prices to the dollar, automatically adjusting them based on Bitcoin’s current
exchange rate as defined by the central Bitcoin exchange Mt. Gox. To insulate those sellers
against Bitcoin fluctuations, the eBay-like drug site also offers a hedging service. Sales are
held in escrow until buyers receive their orders via mail, and vendors are given the choice to
turn on a setting that pegs the escrow’s value to the dollar, with Silk Road itself covering
any losses or taking any gains from Bitcoin’s swings in value that occur while the drugs are
in transit. So while Bitcoin’s crash last week from $237 to less than $100 means that the
Dread Pirate Roberts was likely forced to pay out much of the extra gains Silk Road made
from Bitcoin’s rise, most of his sellers were protected from those price changes and
continued to trade their drugs for Bitcoins despite the currency’s plummeting value.” (Ibid.)

What about the Online Drug Market?
As mentioned earlier, the drug market yields approximately $320-$330 billion per year in
profits (General Assembly of the United Nations 2012), and only a fraction of it happens online
(and an even smaller fraction on Silk Road). However, as with the trade in licit goods, the
Internet has opened additional opportunities for traders and traffickers to offer competitive
pricing (by being able to research the costs in other markets) and to obtain and share knowledge
about new products (United Nations Office on Drugs and Crime 2012, 85). Nevertheless, just as
the Internet has provided new avenues for those in the drug business, it has also empowered law
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enforcement to “monitor the illicit drug market and the criminals’ planning and operations...
[and] to cooperate closely across borders” (United Nations Office on Drugs and Crime 2012, 85).

What Are Possible Intervention Points for the Silk Road?
To date, only one person, an Australian, is believed to have been convicted for using Silk
Road (Solon 2013). How should domestic and international lawmakers cope with Silk Road, if at
all? Nicholas Cristin outlined a number of “potential intervention strategies” to tackle Silk Road.
Among them are “disrupting the network, disrupting the financial infrastructure, disrupting the
delivery model, and laissez-faire” (Christin 2012).
In terms of dismantling the network, regulators would have to intervene to disrupt Tor –
which, somewhat ironically, is a product created by the U.S. government. Certainly (or at least
hopefully) the U.S. government would possess the knowledge of how to dismantle Tor, but there
would be far-reaching ramifications for doing so. Not only are there legitimate uses for Tor – as
mentioned earlier, regular users utilize Tor for privacy, and governments also rely on it to
communicate with covert workers and foreign dissidents and to communicate within – but given
the pushback by Internet privacy advocates in recent policy fights5, there is likely to be political
ramifications for lawmakers who allow bureaucrats to take Internet control to a new level.
Although Silk Road is perhaps the most prominent of sites for illicit transactions, it is not
alone. In April 2012, the U.S. Drug Enforcement Administration (DEA) broke up “The Farmer’s
Market,” an online site similar to – but not exactly like – Silk Road. According to a release from
DEA after the arrest of six Americans in the U.S., one American in Buenos Aires, and one Dutch
5

Villasenor, Monk and Bronk (2011) argue “As the recent struggle to pass a Hosue of Representatives bill that
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citizen in the Netherlands, the site provided goods to more than 3,000 customers in every single
U.S. state as well as in 34 countries (States News Service 2012). The investigation took two
years, and two of the accused handled more than 5,000 transactions of approximately $1.04
million (ibid.). Like Silk Road, The Farmer’s Market operated on the Tor network. Unlike Silk
Road, however, sellers and buyers on The Farmer’s Market utilized traditional money exchanges
(including Western Union) to process and accept payments. This likely facilitated the ability to
develop a case against the site’s users and actually find them as well.
In May 2013, it was reported that “Silk Road has reportedly come under repeated denialof-service attacks, which involve overloading a site with web traffic” (Munroe 2013). While
some believed these to be the work of governments attempting to dismantle and disrupt the
network, there are others who believe that these attacks offer the “possibility of a virtual turf war
in the growing online market for illicit drugs” (ibid.).
It is often suggested that “following the money” is the best way to disrupt illicit trade.
Certainly the indictments against The Farmer’s Market could not have been issued without
tracking the money that flowed through Western Union and other “above-ground” channels.
Christin has suggested tackling the financial infrastructure, which would mean taking on the
elements that allow buyers and sellers to exchange compensation for the goods sold and
acquired; this would include the currency or the infrastructure.
First, taking a step back and addressing the financial infrastructure of Internet
transactions, fellows and researchers at the Center for Technology Innovation at Brookings and
the James A. Baker III Institute for Public Policy at Rice University published a paper in August
2011 in which they outline possible ways to detect, monitor, and ultimately limit and prosecute
online illicit financial transactions. Their basket of “solutions” include “self-regulation,
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government-industry collaboration, and change in both technology and culture within
government agencies” (Villasenor, Monk and Bronk 2011, 4). Specifically, they recommend that
private sector entities – including both mobile money transfer platforms and internet service
providers alongside banks and governments – establish collaborative efforts to track the flow of
money. Additionally, they offer the age-old suggestion that agencies within government work
together to “focus specifically on emerging financial threats” and that they “maintain an
understanding of the novel methods being used to move money” (2011, 17). In terms of
technology, these authors also suggest the adoption of “information processing methods that can
appropriately detect and trace illicit financial transactions…[relying on] methods for
anonymising customer data to allow analysis while simultaneously preserving privacy in more
traditional consumer Internet applications” (2011, 19). The problem with these solutions is that
these private sector entities operate in the licit realm; certainly the tactics may be applicable to
catching and deterring illicit transactions, but they have no incentive to combat the illicit product
trade when it does not compete with their own goods and services.
The only accepted currency on Silk Road is Bitcoin; so, either Bitcoin specifically has to
disappear, or the law has to catch up with the existence of virtual currency. In sum, it operates
and exists in a vacuum. And, as is often the case, a vacuum is seen as an opportunity by
lawmakers as a void to fill. The legality of Bitcoin remains largely untested (Cohn 2011).
Beyond the use of Bitcoins to finance the purchase of illicit goods, there is some concern
about Bitcoins being used to facilitate money laundering or to finance criminal activity. The
European Central Bank issued a report in October 2012 – “Virtual Currency Schemes” – in
which the lack of regulation was presented as an opportunity for enterprising criminals,
particularly when the virtual currency scheme enabled “bidirectional flows” (European Central
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Bank 2012, 44).6 Although the report did provide this brief mention of criminal and illicit
activity, it was more focused on the threats to normal finance – including determining the role
for central banks to regulate and the impacts on price and financial stability. Notably, this report
argued that these virtual currencies “could have a negative impact on the reputation of central
banks, assuming the use of such systems grows considerably…since the public may perceive the
incident being caused, in part, by a central bank doing its job properly” (ibid., 6). Positioning
Bitcoin as a threat to financial stability (or special interests with tremendous political clout) may
be a better selling or talking point to convince lawmakers to get on board with regulation of the
currency. After all, U.S. lawmakers took a more active role in addressing counterfeits when
pharmaceutical industry heavyweights put it on the agenda because their bottom lines were
threatened by the creation and sale of fake or illegally-duplicated drugs (Efrat, Governing Guns,
Preventing Plunder: International Cooperation against Illicit Trade 2012, 264).
In the U.S., the Federal Bureau of Investigation (FBI) has also explored the use of Bitcoin
for money laundering. The FBI argues that a number of factors make the currency attractive for
such nefarious purposes, including:
“no anti-money laundering software or monitoring capabilities to identify suspicious
monetary patterns; no identification of account owners or their actual location; no
historical records of transactions associated with real world identity; more difficult to
identify the original source of funds compared to other online currencies; [and] law
enforcement cannot target one central location or company for investigative purposes or
to shut down the system” (2012, 6).
6

In addition to bidirectional flows, this European Central Bank identified two other types of “virtual currency
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purchasing online currency that is then used for “virtual goods and services, but exceptionally also to buy real goods
and services.” Essentially with a bidirectional flow, a consumer can convert their currency to the virtual currency
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In other words, it is ripe for individuals and organizations looking to maintain low profiles or go
undetected.
The aforementioned Brookings Institution and Baker Institute report touched on the
possibility of money laundering with Bitcoin (specifically with the FBI’s reference to the
challenges of identifying the original source of funds):
“Scale enables vanishingly low transaction costs, which are an essential element in the
ability to hide larger movements of money by conducting many smaller transactions. A
movement of $900,000 conducted using 100 different electronic transfers of $9,000 might
be easy to spot. If, however the power of a large, distributed online network were used to
move money using 100,000 transactions with randomized amounts generally in the $6 to
$15 range, detection would be much more difficult.” (Villasenor, Monk and Bronk 2011,
6-7)
Notably, both the 2012 FBI report and the Brookings Institution/Baker Institute paper lack any
actual cases of Bitcoin money laundering. The FBI report does offer other examples of virtual
currencies being used for such purposes, but nothing specific to Bitcoin.
As a potential remedy for bringing virtual currency under the watchful eye of
government, the 2012 FBI report suggested “any third-party service that qualifies as a money
transmitter must register as a money services business with the Financial Crimes Enforcement
Network (FinCEN) and implement an anti-money laundering program” (2). This places the
burden on those that facilitate the exchange of Bitcoin, rather than on individuals who utilize the
currency. As a follow up, in March 2013, FinCEN issued language attempting to codify that third
parties, like the exchanges that work alongside Bitcoin, must register (and therefore be bound by
anti-money laundering laws). The regulations are explicit in that they exclude individual users of
the currency from registration but include anyone who “creates units of convertible virtual
currency and sells those units to another person for real currency or its equivalent is engaged in
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transmission to another location and is a money transmitter” and explain “a person is an
exchanger and a money transmitter if the person accepts such de-centralized convertible virtual
currency from one person and transmits it to another person as part of the acceptance and transfer
of currency, funds, or other value that substitutes for currency” (Financial Crimes Enforcement
Network 2013). Under these terms, “if you're a lone Bitcoin miner who uses all of your proceeds
to buy drugs on the Silk Road, FinCEN will not expect you to register as an MSB [money
services business]” (Lee 2013).
Christin also suggested that one intervention point is “attacking the delivery model,”
noting specifically that “a large number of sellers seem not to worry about seizures. Most items
are marked as shipping internationally, which means that the risk of package loss or destruction
is viewed as minimal by the sellers…Very often, seized packages are simply destroyed, or
returned to the sender” (Christin 2012, 22). While a good point, research indicates that sellers
and buyers typically involve a third-party address when sending and receiving goods. So, the
effort to investigate based on addresses may be moot. Furthermore, it is common knowledge that
many of the shipments coming into the U.S. – either by mail, air, or boat – go uninspected.
While U.S. Customs and Border Patrol’s website boasts of a 100 percent inspection rate of “all
cargo transported on passenger aircraft departing U.S. airports,” (U.S. Department of Homeland
Security 2013), roughly only four percent of cargo arriving through maritime ports is inspected
(Bliss 2012). Given that there is little appetite among the American people to increase
government spending and/or little political will in Washington to cut wasteful spending that
could be redirected toward these efforts, the dedication of additional resources to searches and
seizures seems like a remote possibility. Finally, most of the sales made through the Silk Road
are minimal, so the odds of law enforcement being able to put copious amounts of “dope on the
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table” for a press conference are slim; the lack of optics eliminate the incentives – especially
when the costs are high.
Christin’s fourth suggestion for Silk Road intervention is laissez-faire: nothing. Christin
is unspecific as to whether he means allowing Silk Road to persist (while buying, selling, and
using drugs remains illegal) or if he means lifting all limits on the purchase, sale, and use of
illicit drugs (drug legalization). His mention of the lower costs associated with preventing drug
abuse rather than law enforcement seems to indicate his inclination toward lifting prohibition
altogether (Christin 2012, 22). Christin is not the first to suggest this approach, and in fact many
places throughout the United States are moving toward legalization of marijuana.7
In a review critical of Moisés Naím’s book, Illicit, Harvard Professor Jeffrey Miron
explores several issues surrounding drug prohibition, including the emergence of black markets.
Miron argues that black markets create the undesirable effects of drug usage, including violence
and corruption because “participants in illegal markets cannot address grievances with the
government using standard means,” a whole host of negative externalities and higher costs (that
ultimately result in “bang-for-the-buck” uses that spread disease) (Miron 2006). Although it is
not a cure-all (especially as it relates to uninvolved third parties who suffer consequences of drug
abuse, such as the children of users), the online marketplace may help to alleviate some of the
negative consequences of black markets, particularly the violence associated with the drug trade
and usage. A seller is insulated with anonymity; with Silk Road, an unsatisfied buyer has no way
to find out exactly who the seller is and where he or she is located, therefore limiting violent
recourse. To that end, however, there is also the possibility that Silk Road may implode on its
own or may never amount to much in terms of volume and market share precisely because of the
7
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anonymity it offers. Certainly a buyer can receive negative feedback – and those who do not
follow the terms of service can be kicked off the site – but a successful enterprise relies on brand
identity, and that is hard to achieve without names and faces.
Nations face a number of challenges trying to combat international drug trade when
products are exchanged “traditionally,” but the challenges are even more complicated when the
trade involves online buying, trading, and selling. So while one solution for coping with Silk
Road might be more international coordination and regulation, the prospects for developing a
single stance – let alone a single approach – seem daunting, if not impossible. According to John
Lyons, CEO of the International Cyber Security Protection Alliance, who talked about the
possibilities for the United Kingdom to regulate the dark web, “The Government could work
with regimes around the world who might be capable of taking these sites down without
infringing their own laws…[b]ut, at the moment, there’s no cohesive strategy” (Franklin 2012).
Not only are there capacity issues (the abilities of governments to develop and dedicate
resources to Internet-related investigations) but there are altogether differing opinions about the
role of government and Internet surveillance. Consider the overview Watson (2012) provided
when he explored the differences in how nations approach Tor:


United States: While the U.S. does not restrict Tor (after all, the U.S. government
created it and relies on it), there is no clarity as to whether anyone who serves as a node
on the network could be liable for the illegal transmission of intellectual goods (Watson
2012, 725). This and other Internet privacy issues have been the subject of debate in
Congress and in the White House in recent years, but no major resolutions have been
reached. Watson mentions that President Obama backs legislation that would “inhibit
Internet privacy” by “requir[ing] all services that enable communications…to be
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technically capable of complying if served with a wiretap order” (ibid., 726). Since 2010,
the FBI has sought additional authority and power to “wiretap” Internet communication.
As reported in The New York Times in May 2013, the FBI has issued a big-stick proposal
that will empower the FBI to fine companies up to $25,000 per day for failing to comply
with wiretap orders. Furthermore, there is no longer “wiggle room” for technology
companies to say that they attempted to help comply with a judge’s wiretap order; there
is no choice but to comply with the order. However, the proposed rule would not force
“companies that facilitate the encryption of users’ messages to always have a key to
unscramble them if presented with a court order…[t]he current proposal would allow
services that fully encrypt messages between users to keep operating” (Savage 2013).


China: The “Great Firewall of China” has made Tor illegal, by “blocking access to
entrance node IP addresses, but…users continue to circumvent this bulwark by linking
with the Tor network through bridge nodes” (Watson 2012, 729).



Saudi Arabia: “Like China, [Saudi Arabia] routes all Internet traffic through its national
network” (ibid., 729) and “the Tor site is blocked…however, circumvention of the
network appears to be relatively common in the country” (ibid., 731). According to
Watson’s analysis, Saudi Arabia “focuses its Internet regulation on heavily quashing
dissent, prohibiting the publication or accessing of ‘anything contrary to the state or its
system’” (ibid., 730); this would include drugs (sold on Silk Road via Tor) or
pornography or even just discussion (facilitated on Tor).



United Arab Emirates: Not only is Tor banned in UAE, but so too is any proxy site.
Such steps are taken to keep out “blocked content, such as pornography and sites
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detailing how to conduct criminal activity…[and to prevent] Internet users to evade
government monitoring” (ibid., 732).

Governments tend to engage in international trade regulation (of legitimate industries)
when a key constituency is threatened or activated, as the U.S. pharmaceutical industry was in
the 1980s when concern over counterfeit drugs grew. Asif Efrat argued that nations tend to come
to the international negotiation table when there are “increases with [the] magnitude of the
trade’s negative externalities and with their perceived severity” (Efrat, Governing Guns,
Preventing Plunder: International Cooperation against Illicit Trade 2012, 264). In a separate
article, Efrat had explained that there are primary and secondary externalities associated with
illicit trade, the former being those that have monetary and security impacts (the latter being
about the larger cause, such as humanitarian concerns) (Efrat, Toward Internationally Regulated
Goods: Controlling the Trade in Small Arms and Light Weapons 2010, 105-106). Knowing this,
international regulation will not develop unless and until the threat becomes large enough to a
nation’s economy; at that point, it might be too late.
As it relates to Silk Road, the opportunities for international trade regulation exist
with regulating the goods themselves (defining the legality of the products), the financial
transactions (Bitcoin and other anonymous virtual currencies), and the technology. Although
some of the goods sold on Silk Road are licit drugs (and therefore might draw the interest of
pharmaceutical companies), the volume is so minimal compared to the overall size of the
counterfeit drug market -- an estimated $75 billion annually (Bate 2012). Most of the
transactions involve illicit goods, and there is no organized industry group for illicit drugs
(although some of the networks carry tremendous political influence and clout, as Moisés Naím
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has detailed in Illicit). Therefore, industry is not likely to call for regulation because of the goods
themselves.
Where industry might get involved, however, is with the desire to regulate financial
transactions and the technology. Although Bitcoin has experienced tremendous volatility and
hacks, some might suggest that central banking authorities could view Bitcoin as a legitimate
threat to fiat currency (and related products, including credit cards and traditional bank accounts
used for online purchases) (Freeman 2013). In addition to its use on Silk Road, consumers are
embracing Bitcoins out of political reasons (dissatisfaction with currency manipulation by
central banking authorities) and for economic reasons (stability and possible investment) (Lew
2013). In fact, the European Central Bank’s analysis of virtual currency “schemes” suggest that
currencies like Bitcion “could represent a challenge for public authorities, given the legal
uncertainty surrounding these schemes…[and] could have a negative impact on the reputation of
central banks” (European Central Bank 2012, 47). If consumers – purchasing illicit or licit goods
– decide Bitcoin is a better tool with which to purchase goods and services online or even inperson, then that keeps money out of the traditional fiat circulation and out of the hands of banks
and credit card companies.
As it relates to regulating the technology, Internet service providers (ISPs) have been
relatively silent, including on the use of Tor by computers utilizing their networks8, but if
liability is reassigned to them, then ISPs (and the major telecommunications companies by which
they are owned) may take steps to insulate themselves from civil or criminal penalties. As
Watson noted, “there has not yet been a case dealing with the legality of running a Tor exit node.
However, some Tor exit node facilitators have received DMCA [Digital Millennium Copyright
8
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Act, a U.S. law] notices from their ISPs, universities, and similar organizations” (Watson 2012,
733). In Australia, a man whose computer served as a node on the Tor network was charged with
transmitting child pornography, although he says he never accessed it – he argued that the
content just filtered through his node (Pauli 2012).
One other source of industry intervention is from the delivery industry. UPS recently
agreed to pay $40 million to “settle a federal probe into shipments for illegal online pharmacies,
admitting the company had information it was helping distribute controlled substances”
(Schoenberg 2013). Under this agreement, UPS committed to establish a “compliance program
to prevent illegal Internet pharmacies from using its shipping services” following the discovery
that the shipping company’s employees were aware of the products being delivered through its
global delivery service (Schoenberg 2013). When governments cannot seem to get the job done,
it is often suggested that the private sector either engage in self-regulation or seek collaboration
with the government; Villasenor, et. al. offered such suggestions for dealing with illicit financial
transactions, and ,perhaps, similar alternatives exist for online drug sales.
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Conclusion
Dismantling and disrupting Silk Road would likely have little to no effect on the overall
drug trade. In the same way that scene after scene of “dope on the table” has not reduced drug
usage or scaled back the global trade of drugs, shutting down one website – from founders to
sellers to buyers – would be an expensive operation. As the example of “Operation Adam Bomb”
showed, in which two years of investigation by several U.S. and international agencies yielded
less than a dozen arrests of individuals barely transacting more than $1 million on “The Farmer’s
Market, the problem is deeper than finding out who runs websites and who sells drugs on those
sites. As with the “traditional” drug problems, illicit trade in drugs happens for economic reasons
(as a source of income), political reasons (governments lack capacity to enforce laws, corruption,
etc.), and because of the plain and simple demand for the product.
Realistically, ending the drug trade is likely to never happen because of the
aforementioned multitude of reasons that drive it; eliminating those is next to impossible. That
said, a number of possible intervention points exist for policymakers who wish to curtail and
limit the drug trade and its harmful consequences on society. First, electronic commerce is never
going away; in fact, it will only expand as more people obtain Internet access and as incomes
continue to rise. Therefore, governments (through the mandates of the people) must determine
the extents to which such transactions will be regulated (if at all). Will virtual currencies be
allowed? And, if so, to what extent will they be bound by the rules and regulations of traditional
currencies and banking authorities? Will anonymous purchases be allowed? Second, and on a
related front, to what extent do the technologies that facilitate these transactions maintain
liabilities for licit and illicit transactions? Are the cables and cords that enable someone to sell a
good any more responsible than the street corners and alleyways in which marijuana used to
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change hands? Third, where are resources going to be invested? Is it worth the time and money
to make an example out of one website and small-scale dealers and buyers – especially when
there is no chilling effect because of the multitude of alternatives?
This is an extremely good paper and I think you should submit it to the school’s journal.
The only change I would add is to the say about the limitations on regulation especially in the
transnational situation in which this illicit trade occurs. You have done a truly impressive
amount of research that is up to the last moment.You have shown resal breath in your reading.
It present fine insights. It is clearly written and organized. I would like to put it up on the
TraCCC website if you give us permission.
Grade A plus
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